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AntMonitor Project: http://antmonitor.calit2.uci.edu/

Motivation

NoMoAds Project : http://athinagroup.eng.uci.edu/projects/nomoads/

System Overview 

AntShield: PI Leak Classification 
NoMoAds: Ad Request Classification
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EasyList: URL + Content 
Type + HTTP Referer 77.1 88.2 100.0 62.8 63,977 N/A N/A 0.54  ± 2.88

hpHosts: Host 61.7 78.3 89.1 55.2 47,557 N/A N/A 0.60 ± 1.74

AdAwayHosts: Host 58.1 81.2 99.8 41.1 409 N/A N/A 0.35 ± 0.10
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Destination IP + Port 87.6 92.2 94.5 87.3 2 298 304 0.38 ± 0.47

Domain 86.3 91.0 91.9 89.3 1 26 1 0.12 ± 0.43

Path Component of URL 92.7 95.1 99.2 86.1 3,557 424,986 188 2.89 ± 1.28

URL 93.7 96.2 99.7 88.7 4,133 483,224 196 3.28 ± 1.75

URL+Headers 96.3 97.7 99.2 94.5 5,320 755,202 274 3.16 ± 1.76

URL+Headers+PII 96.9 98.1 99.4 95.3 5,326 770,015 277 2.97 ± 1.75

URL+Headers+Apps+PII 97.7 98.5 99.2 97.1 5,327 555,126 223 1.71 ± 1.83

URL+Headers+Apps 97.8 98.6 99.1 97.5 5,321 635,400 247 1.81 ± 1.62

Get ad!

/spi/
/api/
&lon=
&udid=
&zip=
&gender=
settings.crashlytics.com\r
X-CRASHLYTICS-
ADVERTISING-TOKEN
…

GET 
/spi/v2/platforms/android/apps...
Host: settings.crashlytics.com
... 
X-CRASHLYTICS-ADVERTISING-
TOKEN: ae7…92

4 #

Apps 400

Packets 21887

Domains 597

Leaks 4760

Unknown Leaks 483

Leaks over TLS/SSL 1513

Packets with Multiple Leaks 1506

Leaks in Plain TCP 38

UDP Leaks 17

AntShield Dataset Summary

ReCon on All 
PII

String Matching & 
ReCon on Unknown

Multi-Label on 
All PII

Multi-Label on 
Unknown

String 
Matching & 
Multi-Label

Per-Domain Avg 37.8% ± 39.3 94.9% ± 20.7 99.2% ± 1.90 99.3% ± 2.88 98.7% ± 10.6

Per-App Avg 74.6% ± 30.6 97.6% ± 13.0 98.8% ± 2.24 98.9% ± 3.23 99.6% ± 3.05

General 55.6% 97.3 77.4% 81.8% 99.6%

Leak Classification Results

Collaboration Among Users to Detect PI Leaks

4 #

Apps 50

Ad Libraries 41

Packets 15,351

Packets with Ads 4,866

TLS/SSL Packets with Ads 2,657

Ads Captured by EasyList 3,054

Ads Captured by Custom Rules 1,812

NoMoAds Dataset Summary

“NoMoAds”
• First system to apply ML for per-packet prediction of 

mobile ads

Data Collection Methodology
• AntMonitor with AdblockPlus Library
• EasyList as starting point
• Manually create rules for residue ads
• Takes multiple iterations

Ad Request Classification Results: Packet-Based Cross Validation

Ad Request Classification Results: App-Based Cross Validation 

"uri":"/gbanner/?1448485575373|876/300x250?84470:=1448485574868@412x732x32?/af=1
&cab=video,webgl,canvas,webrtc,geo,responsive&profile=gender:male,employment:self-
employed,income:high,household-income:high,age:35-
44,household:yes,education:high,interests:beauty|computers|electronics|telecoms-tariffs|telecoms-
devices|art|entertainment|sports|tickets|holidays|education,onlinebuys:travel,buys:healthy-
products|low-fat|brand-food,use:tablet|smartphone&v=6&async=1"
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Q2: Collaboration among multiple (which?) users

Testing on User X

Q1: Collaboration between 2 users
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Testing on 20% of User X’s data

• Problem: private information may be transmitted outside mobile device
• Private Information (PI) : location, device ID, username, etc.
• Our approach: monitor outgoing network packets, detect PI leaks

Clustering users to share data

Outgoing packet

Prior Art: ReCon [Ren et al., MobiSys ‘16]
• First system to use ML for finding PII in packets
• Feature extraction: separate words based on delimiters
• Binary prediction for leak/no leak, heuristic for type of leak
• Per-domain Decision-Tree Classifiers

Our Methodology
• Multi-Label Slassification (using Binary Relevance)
• Hybrid String Matching and Learning approach
• Per-app classifiers vs. per-domain 

• 3M apps on Google Play vs. 300M domains
• On-device prediction in real-time

• ~1ms per packet

Packet
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Q3: Classifiers themselves can leak 
private information [Ongoing Work]
• Training on keys only
• Federated learning

Global model


