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e Smart TV: an Internet-connected TV
 Two flavors of smart TVs

e Built-in smart TVs E

e External box/stick nrene

Smart TV =

* Multiple vendors/platforms
* Paid vs. free apps

< amazon

fire OS

CRACKLE

pluto®@

* Advertising and tracking services (ATS) tvOS ROl(u
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e At least one smart TV in 80% of US households
 Platform with large audience for (targeted) ads

e Contact more third parties than other loT devices [Ren et al., IMC’19]
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Network Measurement Approach

g Smart TVs in the wild ﬁ

@
g Smart TVs in a testbed m
J <> |

1. What does the smart TV ATS
ecosystem look like?

Analyze DNS-Based Blocklists

Pi-hole Default (PD)

2. How effective are existing The Firebog (TF)
prlvacy—enhancmg tools? Mother of all Ad-Blocking (MoaAB)

StopAd (SATV)  (ll
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* Traffic from smart TVs in 41 US homes
* Minim Inc.




N Smart TVs in the Wild UCI Samueli

* Traffic from smart TVs in 41 US homes

* Minim Inc.
Flow-level summary traffic logs
collected at home gateway
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o Smart TVs in the Wild
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* Traffic from smart TVs in 41 US homes
* Minim Inc.

e 57 smart TVs, 3 weeks

< Roku VIZIO
@ LG soNY

Google Chromecast
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Smart TV Instrumentation UCI Samuell

US Top-2 Ad requests

* Instrumentation tools’ designs

I A ‘
=ariil « App selection methodology

’|plut0(®

* Analysis of collected traffic
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Instrumentation: Rokustic UCI Samuel

* Hosts local Wi-Fi network
Acts as gateway

|
) |
|
|
|
|
!
7/
,

-~ - —— = =

[ — N
e NETFLIX 1 (TR) amazon

ding HBO |
sling OV, L RES

CraaaE §M TowThe

* No background app activity * tcpdump to capture Roku’s traffic
* Traffic pertains to app under test (or system) * Send virtual keypresses
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Instrumentation: Rokustic UCI Samueli

NETFLIX | 411 (V)] amazon

sling HBO
g NOW. 0>Pns

SHA(d

16



S

-——s Instrumentation: Firetastic UCI Samuell

DroidBot automates interaction with Ul

T = e = e e e e = = e e = =

Home Wi-Fi
?

* VPN-based traffic interception tool, AntMonitor /?‘, runs locally on Fire TV
* AntMonitor labels packets with responsible process

17



Instrumentation: Firetastic UCI Samuell

Home Wi-Fi
>

18



App Selection

Top-50 apps of each category

Total of 1,044 apps (12% of all apps)

< Recommended

Roku

Channel

The Roku Channel

The Roku Channel is your home
for free TV. Watch an ever-
changing selection of hit

Premium Services Top Free Movies & TV Rent or Buy Movies

Stream Japan's most popular
anime with Crunchyroll. Watch
the newest shows fresh from

Search channel

PLEX

Free Movies & TV

Plex - Stream Free Mowvi...

Stream it your way with Plex.
1000s of free movies and TV
shows from filmmakers around

Cable Alternative Movi

pluto®

Pluto TV - It's Free TV
% v % ok K
Welcome to a whole new world

of free TV. Watch 100+
channels and 1000s of movies

movies, TV. Japan plus the globe. freel Tune into.
+ Add channel + Add channel + Add channel + Add channel
[ Details l [ Details l [ Details l ’ Details l

Free Movies & TV

@©CBS

NEWS

Amazon’s “Top F

UCI Samueli

School of Engineering

firetv
N——

eatured” apps

Total of 1,010 apps (25% of all apps)

—|amazon

@t
Select your address

Appstore for Android - Amazon Coins -

1-60 of over 1,000 results for

Department
< Apps & Games.

Fire TV Apps (All Models)

Books & Comics.
Business
Communication
Customization
Education
Finance

Food & Drink
Games

Health & Fitness.

Magazines

Music & Audio
News.

Novelty

Photo & Video
Productivity
Reference
Shopping
Social

Sports

Travel

Utilities
Weather

Avg. Customer Review
A v aup
HA ATV &Up
W TITITY &Up
WLTTeTevT & Up

Price
Free

$.01t0$.99
$1.00t0$1.99
$2.00t0 $5.99
$6.00t0 $9.99
$10.00 to $19.99
$20.00& Up

Fire TV Apps (All Models) ~

FireTablet Apps  Fire TVApps ~ Games  Appstore Family

3 YouTube

YouTube

Jun 19,2019

Fedrdr ey v 222,624
App

Free Download

Available instantly on compatible devices.

YouTube TV
Sep6,2019
Frrfrdedr ¥ 31,110
App

Best Sellers  Customer Service ~New Releases Today'sDeals FindaGift WholeFoods  Gift Cards  Registry ~ Sell

Your Apps & Subscriptions  Help

Free Movies &

Tubi - Watch Free Movies & TV Shows
0Oct 17,2017

Wk K&y V59,778

App

Free Download

Available instantly on compatible devices.

Facebook
Sep7,2012
Wiy 71,657

App

AmazonBasics Coupons  #FounditOnAmazon  Free Shipping

pluto

Pluto TV - Free Live TV and Movies
May 18,2014

e e e #e vt v 83,603

App

Free Download

Available instantly on compatible devices.

| |
Downloader

Downloader
Nov 11,2016

Frdr v ¥ 96,201
App

Hello, Sign in Returns N\0,

Account & Lists ~ & Orders  Try Prime ~ Cart

Shop The Big Style Sale

Sortby: Featured v |

D\
®f5~£p+

Disney+
Oct 11,2019

Fededr iy ¥ 210936
App

Free Download

Available instantly on compatible devices.

Philo

Jul 10,2018
Frfrfedevy ¥ 25713
App

19



W, : . :
S Testbed Dataset: Overview s e
e 15 minutes/app Fully Qualified Domain Names (FQDNs)

. Roku | FireTlV
* Labeled FQDNs as ATS/non-ATS A
2191 1734
FQDNs Effective Second-level Domains (eSLDs)
Roku ; Fire TV t Roku Fire TV

Many domalns onIy present on one platform

20



X Testbed Dataset: 37d-Party ATS Y€ Samuel

Oracle
Amazon
Unity Tech

Numitas

Facebook
Adobe Systems

comScore

The Trade Desk
Barons Media
Plxalate

Bain Capital

Telaria 1
RTL Group |

Fire TV

Roku

Alphabet

Edge-width: Number of apps that contact the organization 21



S Testbed Dataset: 379-Party ATS Y€l Samueli

Oracle -
Amazon -
Unity Tech =
Numitas =
Facebook =

Adobe Systems =
comScore |

The Trade Desk =
Barons Media =
Plxalate =

Bain Capital =

Telaria 1
RTL Group I

Fire TV

Roku

Alphabet

Edge-width: Number of apps that contact the organization

Strong Alphabet presence on both platforms

22



SN Testbed Dataset: 3"9-Party ATS

Oracle -
Amazon -
Unity Tech =
Numitas =
Facebook =

Adobe Systems =
comScore |

Fire TV
The Trade Desk =
Barons Media =
Plxalate =

Bain Capital =
Telaria 1

RTL Group

Roku

Alphabet

Edge-width: Number of apps that contact the organization

UCI Samueli

School of Engineering

Prominent third parties differ

23
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e E.g., “TechSmart.tv” on Roku vs. “TechSmart” on Fire TV
* Analyzed (overlap in) FQDNs contacted by same app on the two platforms

\\
O\

-
7

* Slight variations in app names =2 identified by fuzzy matching on app name

« Common apps: apps present in both Roku and Fire TV dataset

Ay
oy

SNQO4 jo JaquinN
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Number of FQDNs

S8 Testbed Dataset: Common Apps YS! Samuel

« Common apps: apps present in both Roku and Fire TV dataset

* Slight variations in app names =2 identified by fuzzy matching on app name
e E.g., “TechSmart.tv” on Roku vs. “TechSmart” on Fire TV

* Analyzed (overlap in) FQDNs contacted by same app on the two platforms

120

s FireTV
vz Roku

-
o
o

(TR T T T
V7

|

&

AT,
CTTA T
AT

i
o

N
o

[} O O
: © 0 8 =2 B
mmmmmmm

lllllllllllllllll
OOOOOOOOOOOO
38«!9'0&0 8800 _ oG -27 ¢2m 2 =5 <€ 2
.-COL

nnnnnnn

3 =

CNNgoll 741
Pluto
P. Allen Smithil §

ree Movies No >
iHeartRa
NRA

MOOVIMEX
L Sunday Ticket

TechSmart.tv§ ¢
PlayStation Vuel ¢

stand-up Comedyfl
Haystack

Italian Recipesyl |
HappyKids :
Chinese Recipes ;

Relax My Dogll §

Mediterranean Food :

Only minor overlap in domains accessed by same app on the two platforms
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2. How effective are existing
privacy-enhancing tools?

=

UCI Samueli

Re S e a rC h Qu e St I O n S School of Engineering

Analyze DNS-Based Blocklists

Pi-hole Default (PD)

The Firebog (TF)
Mother of all Ad-Blocking (MoaAB)

StopAd (SATV)  (ll

29



Effectiveness of Blocklists UCH Samuell

How effective are existing privacy-enhancing tools?

Pi-hole Default (PD) \o’ 133K X
The Firebog (TF) 162K v
Mother of all Ad-Blocking (MoaAB) 255K X
StopAd (SATV) (I} 3K v
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Block Rates UCI Samuel

Block Rate (%)

Platform # Domains PD TF MoaAB SATV

Dataset obtained “in the wild”
Apple 3179 | 10% 13% 12% 5%
Samsumg 1765 | 14% 19% 15% 8%
Chromecast 1576 9% 15% 15% 5%
Roku 2312 | 15% 19% 18% 7%
Vizio 042 | 16% 18% 16% 11%
LG 627 | 45% 54% 50% 27%
Sony 119 | 16% 24% 16% 7%

Dataset obtained in our testbed
Roku 2191 | 17% 22% 20% 9% #Fgl')c’l;'; A
Fire TV 1734 | 22% 27% 22% 9% ¥FQDNs in dataset
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Block Rates UCI Samuel

BlockW Performs best  \

Platform # Domains PD MoaAB SATV
Dataset obtained “in
Apple 3179 | 10% 12% 5%
Samsumg 1765 | 14% 15% 8%
Chromecast 1576 9% 15% 5%
Roku 2312 | 15% 18% 7%
Vizio 942 | 16% 16% 11%
LG 627 | 45% 50% 27%
Sony 119 | 16% 16% 7%
Dataset obtained in ou
Roku 2191 | 17% 20% 9% #Fqulflfrlé A
Fire TV 1734 | 22% 22% 9%

#FQDNs in dataset
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Block Rates

UCI Samueli

Block Rate (%
Platform # Domains PD MoaAB [SATV
Dataset obtained “in
Apple 3179 | 10% 12%
Samsumg 1765 | 14% 15%
Chromecast 1576 9% 15%
Roku 2312 | 15% 18%
Vizio 942 | 16% 16%
LG 627 | 45% 50%
Sony 119 | 16% 16%
Dataset obtained in ou
Roku 2191 | 17% 20%
Fire TV 1734 | 22% 22%

School of Engineering

Performs best \

S Performs worst ()

Block Rate:
#FQDNs blocked

#FQDNs in dataset
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Blocklist Mistakes UCI Samuel

High block rates possibly due to mistakes
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A Blocklist Mistakes el oamiel
[ — School of Engineering
App Name No List PD TF MoaAB SATV
No No No No No No No No No No
Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage

S| Pluto TV X C X v X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ v’ o v’ — ® v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
ROKu % e CBS News Live X v’ vl ® v ® v’ ® v’ v’
@ | F| The Roku Channel X v’ v’ v’ v’ ® v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
E| WatchFreeComedyFlix X v’ v’ v’ v’ v’ X v’ X 4
10 apps/platform 8| Live Past 100 Well 7 2 | F | F F |7 |2 7
i 3 common Oc:u SmartWoman X v’ v’ v’ A v’ v’ v’ v R
o TOp-4 free é Pluto TV X v’ X v’ X v’ X X X 3
g | iFood.tv X v’ v’ v’ — ® —_ ® v’ v’
* 3random S| Tubi I 7 v I Y 7 7
S Downloader W o v’ v’ 7 v’ v’ v’ v v’
fi re tV [ & The CW for Fire TV X v’ — ® — ® —_ % X v’
< ) é’ F 1 FoxNow X v’ — — S X v’ X v’
Watch TNT v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
g KCRA3 Sacramento X v’ v’ v’ — b — 3 X X
T | Watch the Weather Channel X v’ >4 v’ v’ v’ X v’ v’ v’
& | Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X
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Blocklist Mistakes

UCI Samueli

School of Engineering

5 sets of experiments

No list as baseline
Individually apply each list

ROKU

10 apps/platform

3 common
Top-4 free
3 random

firetv
N

App Name No List PD TF MoaAB SATV
No No No No No No No No No
Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage
Pluto TV X X X X X
iFood.tv X v’ v’ o v’ v’ N 4 X v’
Tubi v’ v’ v’ v’ — ® v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
2| o| CBS News Live X v’ vl ® v ® v’ ® v’ v’
n°: |2 The Roku Channel X v’ v’ v’ v’ ® v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
<E> WatchFreeComedyFlix X v’ v’ v’ v’ g X v’ X 4
T | Live Past 100 Well v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
| SmartWoman X v’ v’ v’ v’ v’ v’ v’ v’ v’
S| Pluto TV X o X W X v’ X X X %
E| iFood.tv X v v v — ® — ® v o
S| Tubi v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
S Downloader o o v’ W 7 v’ v’ v’ v v’
| o| The CW for Fire TV X v’ — ® — ® — ® X W
2| | FoxNow X v’ — — X v’ X v’
v Watch TNT v v v v v v v v v v
g KCRA3 Sacramento X v’ v’ v’ — b — 3 X X
T | Watch the Weather Channel X v’ >4 v’ v’ v’ X v’ v’ v’
& | Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X
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A& Blocklist Mistakes el ol
[ — School of Engineering
App Name No List PD TF MoaAB SATV
No No No No No No No No No
Breakage | Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage
S| Pluto TV X C X v X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ v’ v v’ — % v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
R . a| CBS News Live X v’ v’ ® v’ *® v’ ® v’ v’
OKu |2 The Roku Channel X v’ v’ v’ v’ % v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
E| WatchFreeComedyFlix X v’ v’ v’ v’ v’ X v’ X 4
10 apps/platform 8| Live Past 100 Well Il # | & |F @& |7 F |2 7
i 3 common Oc:u SmartWoman X v’ v’ v’ A v’ v’ v’ v R
« Top-4 free é Pluto TV X v’ X v’ X v’ X X X 3
g | iFood.tv X v’ v’ v’ — % —_ R 4 v’ v’
* 3random S| Tubi v B 7 v I Y 7 7
Downloader v’ o v’ v’ 7 v’ v’ v’ v v’
1 The CW for Fire TV X v’ — ® — — ® X v’
fl re t¥ FoxNow X v’ — ® — 4 X v’ X v’
Watch TNT v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
- gcramento X v’ v’ v’ —_ % —_ % X X
X Ad(S) Watch the Weather Channel X v’ v’ v’ v’ v’ X v’ v’ v’
/ No ads Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X
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A& Blocklist Mistakes el ol
[ — School of Engineering
App Name PD TF MoaAB SATV
No No No No No No No No No
Ads J Breakage § Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage
S| Pluto TV X C X v X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ sl o v’ — 4 v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
R ‘ 2| o| CBS News Live X v’ v’ ® v’ *® v’ ® v’ v’
OKu QO: |2 The Roku Channel X v’ v’ v’ v’ % v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
E| WatchFreeComedyFlix X v’ v’ v’ v’ v’ X v’ X 4
10 apps/platform 8| Live Past 100 Well Il 7 Vg & |F & |7 F |2 7
i 3 common Oc:u SmartWoman X v’ v’ v’ A v’ v’ v’ v R
« Top-4 free é Pluto TV X v’ X v’ X v’ X X X 3
g | iFood.tv X v’ v’ v’ — % —_ R 4 v’ v’
* 3random S| Tubi v 7 v I Y 7 7
S Downloader v’ o v’ v’ 7 v’ v’ v’ v v’
fl re tV : E The CW for Fire TV X v’ — — — X v’
~ 5 = FoxNow X v’ — ® — 4 X v’ X v’
Watch TNT v v’ v’ v’ v’ v’ v’ v’ v’ v’
£| KCRA3 Sacramento v’ v’ v’ — ® — % X X
X Ad(S) '§ Watch the We annel X v’ v’ v’ v’ v’ X v’ v’ v’
/ No ads x| Ja okers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X
X Minor breakage
¥ Major breakage
v~ No breakage 38




ROKU

10 apps/platform
* 3 common

* Top-4 free

* 3random

firetv
N

X Ad(s)
v~ No ads

X Minor breakage
¥ Major breakage

v No breakage

Blocklist Mistakes

UCI Samueli

School of Engineering

App Name No List PD MoaAB SATV
No No No No No No No No No
Ads Breakage | Ads Breakage § Ads Breakage | Ads Breakage | Ads Breakage
S| Pluto TV X v’ X v’ X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ v’ v v’ — ® v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
2| o| CBS News Live X v’ vl ® v ® v’ ® v’ v’
n°: |2 The Roku Channel X v’ v’ v’ v’ ® v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
<E> WatchFreeComedyFlix X v’ v’ v’ v’ v’ X v’ X 4
T | Live Past 100 Well v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
| SmartWoman X v’ v’ v’ v’ v’ v’ v’ v’ v’
S| Pluto TV X o X W X v’ X X X %
E| iFood.tv X v v v — ® — ® v o
S| Tubi v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
S Downloader W o v’ W 7 v’ v’ v’ v v’
[ e The CW for Fire TV X v’ — ® — ® — ® X W
L1 F| FoxNow X v’ — — X v’ X v’
v Watch TNT v v v v v v v v v v
g KCRA3 Sacramento X v’ v’ v’ — b — 3 X X
T | Watch the Weather Channel X v’ >4 v’ v’ v’ X v’ v’ v’
& | Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X
Blocks the most ads
39



ROKU

10 apps/platform
* 3 common

* Top-4 free

* 3random

firetv
N

X Ad(s)
v~ No ads

X Minor breakage
¥ Major breakage

v No breakage

Blocklist Mistakes

UCI Samueli

School of Engineering

Blocks the least ads Lllb

App Name No List PD TF MoaAB SATV
No No No No No No No No No No
Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage § Ads Breakage
S| Pluto TV X v’ X v’ X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ v’ v v’ — ® v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
2| o| CBS News Live X v’ vl ® v ® v’ ® v’ v’
n°: |2 The Roku Channel X v’ v’ v’ v’ ® v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
<E> WatchFreeComedyFlix X v’ v’ v’ v’ v’ X v’ X 4
T | Live Past 100 Well v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
| SmartWoman X v’ v’ v’ v’ v’ v’ v’ v’ v’
S| Pluto TV X o X W X v’ X X X %
E| iFood.tv X v v v — ® — ® v o
S| Tubi v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
S Downloader W o v’ W 7 v’ v’ v’ v v’
[ e The CW for Fire TV X v’ — ® — ® — ® X W
L1 F| FoxNow X v’ — — X v’ X v’
v Watch TNT v v v v v v v v v v
g KCRA3 Sacramento X v’ v’ v’ — b — 3 X X
T | Watch the Weather Channel X v’ >4 v’ v’ v’ X v’ v’ v’
& | Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X



ROKU

10 apps/platform
* 3 common

* Top-4 free

* 3random

firetv
N

X Ad(s)
v~ No ads

X Minor breakage

¥ Major breakage
v No breakage

Blocklist Mistakes

UCI Samueli

School of Engineering

Best trade-off

\

App Name No List TF MoaAB SATV
No No No No No No No No
Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage
S| Pluto TV X v’ X v’ X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ v’ o v’ — ® v’ v’ v’ v’
YouTube X - X v’ X v’ X v’ X v’
2| o| CBS News Live X v’ vl ® v ® v’ ® v’ v’
n°: |2 The Roku Channel X v’ v’ v’ v’ ® v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
(E) WatchFreeComedyFlix X v’ v’ v’ v’ v’ X v’ X 4
T| Live Past 100 Well v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
| SmartWoman X v’ v’ v’ v’ v’ v’ v’ v’ v’
S| Pluto TV X o X W X v’ X X X %
E iFood.tv X v’ v’ v’ — ® —_ ® v’ v’
S| Tubi v’ v’ v’ v’ v’ v’ v’ v’ v’ v’
S Downloader W o v’ W 7 v’ v’ v’ v v’
| o| The CW for Fire TV X v’ — ® — ® —_ % X v’
2| | FoxNow X v’ — — X v’ X v’
v Watch TNT v v v v v v v v v v
g KCRA3 Sacramento X v’ v’ v’ — b — 3 X X
T | Watch the Weather Channel X v’ >4 v’ v’ v’ X v’ v’ v’
& | Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X
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UCI Samueli

School of Engineering

S Blocklist Mistakes

App Name No List PD TF MoaAB SATV
No No No No No No No No No No
Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage | Ads Breakage
S| Pluto TV X v’ X v’ X v’ X v’ X v’
E| iFood.tv % v v v v v v v X v
S| Tubi v’ sl v v’ — 4 v’ v’ v’ v’
YouTube X T X v’ X v’ X v’ X v’
R ‘ 2| o| CBS News Live X v’ v’ ® v’ *® v’ ® v’ v’
OKu QO: |2 The Roku Channel X e v’ v’ v’ ® v’ v’ X v’
Sony Crackle X v’ X v’ v’ v’ X v’ X v’
£| WatchFreeComedyFlix X v’ v’ v’ v’ g X v’ X 4
10 apps/platform 8| Live Past 100 Well 7 2 | F | F F |7 |2 7
i 3 common 0(:0 SmartWoman X v’ v’ v’ A v’ v’ v’ v R
o - &| Pluto TV X v’ X % X v’ X X X 3
Top-4 free E| iFood.tv X v v v — ® — ® v o
* 3random S| Tubi I 7 i v I 7 o e
S Downloader v - v’ W 7 v’ v’ v’ v’ v’
fl retv F| g| The CW for Fire TV X v’ — S — — - X v’
~ ) é’ F 1 FoxNow X v’ — ® — ® X v’ X v’
Watch TNT v’ v’ v’ v’ v’ o v’ v’ v’ ¥
£ | KCRA3 Sacramento X v’ v’ v’ — ® — % X X
X Ad(S) '§ Watch the Weather Channel X v’ v’ v’ v’ v’ X v’ v’ v’
\/ No ads & | Jackpot Pokers by PokerStars v’ v’ v’ v’ v’ v’ v’ v’ v X

X Minor breakage
¥ Major breakage
v No breakage

No blocklist prevents all ads, and all incur major breakage



S Pll Exposure UCI Samuel

Prevalence of Personally Identifiable Information exposures?

Blocklists” ability to prevent them?
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sSS Pl Exposure UCI Samueli

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

.8

roku.com
Platform party

=g

doubleclick.net
3rd party
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PIl Exposure O o

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

pluto.tv
1%t party

\ Personalization

!ﬁ ?

o
roku.com
Platform party

doubleclick.net
3 party
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PIl Exposure O o

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

pluto.tv
1%t party

\ Personalization

!ﬁ ?

o
roku.com
Platform party

doublecllck net

3 party
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plutocm

PIl Exposure

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

pluto.tv
—
Software updates?
\ / Tracking?
Platform party
doublecllck net

1st party
roku.com
3rd party

UCI Samueli

School of Engineering

47



PIl Exposure A o o

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

1st Party 3rd Party Platform Party
Apps Block Rate | Apps Block Rate | Apps Block Rate

pluto.tv

a Ad ID 4 25% 263 88% 0 i

° Serial Number 48 5% 128 74% 0 -

pPlVto®@ | «— €Y Device ID N/A - N/A - N/A :
\ = Ad ID 17 25% 53 78% 715 71%

roku.com + :
Q Serial Number 10 0% 51 33% 867 9%
Platform party =
—— Device ID 19 8% 153 36% 819 14%

doubleclick.net
3rd party
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PIl Exposure A o o

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

pluto.tv

1st Party 3rd Party Platform Party

Apps Block Rate Apps Block Rate | Apps Block Rate

Ad ID

g Serial Number 128 74% 0 -
pPlVto®@ | «— €Y Device ID N/A - N/A :
\ ~14 AdID 53 78% 715 71%
)
roku.com M| Serial Number 51 33% 867 9%
Platform party =
w'"| Device ID 153 36% 819 14%

doubleclick.net

3 part
party Few apps. Few domains blocked. /
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PIl Exposure A o o

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

pluto.tv

1st Party 3rd Party Platform Party

Apps Block Rate Apps Block Rate Apps Block Rate

a Ad ID 4 25% 0 i

° Serial Number 48 5% 0 -

pluto©®}— €Y Device D N/A : N/A :
\ = Ad ID 17 25% 53 78% 715 71%

roku.com + :
Q Serial Number 10 0% 51 33% 867 9%
Platform party =
—— Device ID 19 8% 15 36% 819 14%

doubleclick.net

3'd part
party Many apps. Most domains blocked.
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2N PIl Exposure UCH Samuell

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

1st Party 3rd Party Platform Party
Apps Block Rate | Apps Block Rate | Apps Block Rate

pluto.tv

a Ad ID 4 25% 263 88% 0 -
° Serial Number 48 5% 128 74% 0 -
pPlVto®@ | «— €Y Device ID N/A - N/A - N/A :
\ ~1. AdID 17 25% 715 71%
<+
roku.com 90| serial Number 10 0% 867 9%
Platform party =
w'"| Device ID 8% 819 14%

doubleclick.net
3rd party

Many apps. Many missed domains. /
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2N PIl Exposure UCH Samuell

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

1st Party 3rd Party Platform Party
Apps Block Rate | Apps Block Rate | Apps Block Rate

pluto.tv

Ad ID 17 25% 53 78%
Serial Number 10 0% 51 33%
Device ID 8% 36%

a Ad ID 4 25% 263 88% 0 i
° Serial Number 48 5% 128 74% 0 -
pluto©®}— €Y Device D N/A - N/A :

roku.com
Platform party

)

= -

doubleclick.net

d
3" party Close to all apps. Many missed domains. /
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PIl Exposure UCI Samueli

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

1st Party 3rd Party Platform Party
Apps Block Rate | Apps Block Rate | Apps Block Rate

pluto.tv

&

doubleclick.net
3rd party

a Ad ID 4 25% 263 88% 0 ]
° Serial Number 48 5% 128 74% 0 -
€Y Device ID N/A - N/A -

Ad ID 17 25% 53 78%
Serial Number 10 0% 51 33%
Device ID 19 8% 153 36%

M

roku.com
Platform party

Sent by 697 apps to aviary.amazon.com/GetAds

Allows linking of reset advertising ID
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PIl Exposure O o

Prevalence of Personally Identifiable Information exposures?
Blocklists” ability to prevent them?

1st Party 3rd Party Platform Party
Apps Block Rate | Apps Block Rate | Apps Block Rate

pluto.tv

a Ad ID 4 25% 263 88% 0 i

° Serial Number 48 5% 128 74% 0 -

pPlVto®@ | «— €Y Device ID N/A - N/A - N/A :
\ S Ad ID 17 25% 53 78% 715 71%

roku.com + :
Q Serial Number 10 0% 51 33% 867 9%
Platform party =
—— Device ID 19 8% 153 36% 819 14%

doubleclick.net
3rd party

* 100s of apps expose PlI

 Blocklists effective for Roku
 Blocklists ineffective for Fire TV 54




Conclusion UCI Samueli

g Roku ViZl

e Overview of smart TV platforms’ ATS ecosystems

* Smart TVs deployed in the wild @ LG SONY
* Smart TVs in a testbed setting Google Chromecast
. firetv
e Evaluated DNS-based blocklists
 Mistakes

* Prevent some Pll exposures

RhE 'y

Dataset Tools MoaAB

e https://athinagroup.eng.uci.edu/projects/smarttv/
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