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ABSTRACT
Apps and devices (mobile devices, web browsers, IoT, VR, voice
assistants, etc.) routinely collect user data, and send them to first-
and third-party servers through the network. Recently, there is a lot
of interest in (1) auditing the actual data collection practices of those
systems; and also in (2) checking the consistency of those practices
against the statements made in the corresponding privacy policies.
In this paper1, we argue that the contextual integrity (CI) tuple can
be the basic building block for defining and implementing such an
auditing framework. We elaborate on the special case where the
tuple is partially extracted from the network traffic generated by the
end-device of interest, and partially from the corresponding privacy
policies using natural language processing (NLP) techniques. Along
the way, we discuss related bodies of work and representative
examples that fit into that framework. More generally, we believe
that CI can be the building block not only for auditing at the edge,
but also for specifying privacy policies and system APIs. We also
discuss limitations and directions for future work.
ACM Reference Format:
Athina Markopoulou, Rahmadi Trimananda, and Hao Cui. . A CI-based
Auditing Framework for Data Collection Practices. In . ACM, New York, NY,
USA, 5 pages.

1 THE PROBLEM SPACE
Personal data are routinely collected on end devices (browsers,
mobile and IoT devices, smart TVs, VR devices, etc.) and shared
with many first- and third-party entities, without providing much
transparency or control to users. Recently, increased public aware-
ness has led to data protection legislation, such as the GDPR, CC-
PA/CPRA, and other state or sector-specific data protection laws.
These laws state rights of consumer or citizens, and duties of enti-
ties that collect, share, and use personal data. Government agencies,
such as the U.S. Federal Trade Commission (FTC), take initiatives to
enforce those regulations. Their efforts are amplified by non-profits,
privacy-advocates, and academics who report the results of their
investigation on data collection practices and violations. These de-
velopments have pushed tech companies, which were previously
lacking incentives to self-regulate, towards the right direction, i.e.,
to become increasingly more transparent about their data collection
practices and apply other good practices as well.

The Gap between Systems and Laws. However, there is still
a significant gap between the practices of tech companies, and the
formulation and enforcement of privacy laws. First, from a software
developer’s perspective, it is often difficult to ensure compliance
with all laws and regulations due to the complexity of their own sys-
tem as well as their dependence on third party libraries, platforms,
and other parts of the ecosystem that they have no control over.
Second, policymakers need technical input to write relevant and
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Figure 1: The privacy problem space involves computer sys-
tems, privacy laws, and users. An important component inter-
facing with all three is the privacy policy of the system—we
presented an earlier version of this diagram in [4]. In this
paper, we focus on the part highlighted in red: auditing the
actual data collection practices of the system and the state-
ments made in the corresponding privacy policy.

enforceable policies. Sometimes the requirements in the laws do
not directly map to a system specification that can be implemented
and audited. Furthermore, the technology itself evolves rapidly and
often renders privacy laws obsolete. The general problem of co-
designing privacy-preserving systems alongwith consistent privacy
laws—let alone auditing tools—is already quite daunting. Progress
is made on narrow notions such as the meaning of “singling out” a
user [6], and this is an area of increasing research interest.

Transparency and Privacy Policies. Although the general
problem of technology-law interface is quite complex and diffi-
cult to tackle, there have been efforts and progress on developing
methodologies to solve a more narrow problem: transparency. At
the very least, most privacy laws require that entities disclose their
data collection, sharing, and use practices. For example, entities
must disclose what they collect, with whom they share it, for what
purposes, etc. Furthermore, most privacy laws also require that the
user is notified and consents to those practices. Software systems
and services typically fulfill their “notice-and-consent” obligation
through a privacy policy document that they provide to inform
their users about their practices. Then, the user can choose to opt
in or opt out before using the product or service. Privacy policy
documents are legally binding and they are the focus of this paper.2

An entity’s written privacy policy is the interface between pri-
vacy laws and system design/implementation, as well as communi-
cation with the user; this is depicted in Figure 1. However, while
having a privacy policy is necessary, it is not sufficient to provide
transparency due to the following challenges:
1) A privacy policy must be written so that it meets the minimum

requirements in order to be compliant with the privacy laws.

2There may be additional disclosures and privacy notices via blogs, press releases,
websites, etc., which further communicate to the public how an organization collects
and processes personal data, and what rights it provides.
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Figure 2: Data collection at the edge by apps, devices, and
platforms. The outgoing network traffic provides a unique
vantage point for monitoring the actual information flow.

2) A privacy policy must accurately and comprehensively describe
the data collection practices implemented by the system and
any third-party libraries the system uses.

3) A privacy policy should be (i) comprehensive in its coverage of
the system functionality and law requirements, (ii) self-consistent,
i.e., without contradicting statements, and present information
to the user in a way that is easily understood.
Auditing Data Collection at the Edge. To further narrow

down the scope of the problem, let us consider Figure 2. It depicts
various end-devices and platforms that users interact with, includ-
ing mobile devices, browsers, smart TVs, VR devices, IoT devices,
etc.. These are different platforms that enable their respective apps.
In all these app ecosystems, personal data are collected on devices
(from the apps, platforms, and third-party libraries), and are sent
over the Internet to first- and third-party entities for functional,
advertising and tracking services (ATS), and many other purposes.
The research community has followed different types of broad ap-
proaches for auditing data collection practices at the edge:
1) A large body of work obtains and analyzes the actual informa-

tion flow observed into and out of an app, device, or platform
using a range of techniques, i.e., static [8] and dynamic analy-
sis [7], and network traffic analysis [14, 16–20, 27].

2) Another large body of work extracts the intended/declared in-
formation flow. This is mostly done by analyzing the privacy
policy of the system; it originally relied on experts reading the
policies, but is getting increasingly automated using NLP [1, 9].
Another source for extracting the intended/declared information
flow is through permissions [12].

3) There is also a third body of work that checks the consistency
between the intended/declared information flow in the privacy
policy, and the actual behavior found in the system (e.g., in the
network traffic [2]).
Our key observation is that in all the above cases, the extracted

information is part of the parameters of the CI-tuple:3

⟨𝑠𝑒𝑛𝑑𝑒𝑟, 𝑟𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡, 𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒, [𝑠𝑢𝑏 𝑗𝑒𝑐𝑡], 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑝𝑟𝑖𝑛𝑐𝑖𝑝𝑙𝑒⟩

By observing the actual behavior of the system or its declared
behavior in its privacy policy, one can observe and automatically
extract meaningful values from each CI parameter as summarized
in Figure 3. The three aforementioned bodies of work typically

3When analyzing information flow at the edge, the “subject” in the CI-tuple is the user
of the device/app, thus will be omitted for lack of space in this paper.

transmission principle

Sender: 
- Application (dev) 
- 3rd party library 
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Data Type: 
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- Fingerprinting
- Activity Data
- Sensor data

Purpose: 
- Functionality 
- Analytics
- Tracking
- Ads
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Other 
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- ….
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and platform
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Privacy Policy Law
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“data flow”

CI tuple:  (sender, recipient, data type; [subject]; (purpose; other))

Figure 3: Extracting (parts of) the CI tuple from the network
traffic and the privacy policy.

obtain and report part of the tuple, often without recognizing that
it fits into the CI framework [15].

Position.We believe that the CI-tuple is well-suited to be the
central building block (data structure) for specifying and auditing
data collection practices at the edge, together with their privacy
policies. Not only that it is intuitive and interpretable, but it also
lends itself to automation and large-scale auditing. Representa-
tive examples are discussed in Section 2. Limitations and possible
extensions are discussed in Section 3.

2 CI-BASED AUDITING
2.1 Network Traffic Monitoring
Apps, platforms, and third-party libraries running on a device can
collect personal data and send them to remotes server over the
Internet, as depicted in Figures 2 and 3. Monitoring the network
traffic coming out of the device provides a unique vantage point to
observe data collection: who collects what, and where it is sent.

Intercepting and inspecting network traffic, can be done on
the device itself (examples on Android include our own AntMoni-
tor [18] and Lumen [16]), or using a proxy [13]. Packet traces are
collected, and typically stored and analyzed offline. By observing
parts of the packets that are sent in the clear, it is trivial to ex-
tract the recipient of the information flow, e.g., through destination
domains (DNS queries), IP addresses, reverse DNS lookups, etc. It
is also trivial to extract further information about the organiza-
tion/entity a destination domain belongs to (e.g., using “whois” or
other lookup methods), and classify the domain as first- (e.g., if
the domain matches or partially contains the name of the entity),
or third-party (e.g., it is categorized as an ATS domain based on
well-known blocklists). This labeling as first- vs. third-party also
indicates the purpose of data collection. Furthermore, when network
traffic collection is done on the device [16, 18], it is also trivial to ex-
tract the sender (i.e., app, platform, or third-party library). It is more
difficult to extract the data types sent in network packets, since
the packets are typically encrypted. While this encryption can be
bypassed, it is oftentimes not clear what to look for in the payload
of a decrypted packet; the payload usually contains key-value pairs,
whose meaning often cannot be interpreted precisely. In summary,
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from collected network packet traces at the edge, we can extract
several parameters of the CI-tuple:
𝐹 ′ = ⟨𝑠𝑒𝑛𝑑𝑒𝑟 = 𝑝𝑙𝑎𝑡 𝑓 𝑜𝑟𝑚/𝑎𝑝𝑝, 𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛, 𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒⟩
Several researchers in the Internet measurement community

have performed network traffic analysis on different platforms to
characterize their data collection and sharing practices focusing
on ATS. For example, just within our group, we have systemati-
cally tested the apps and inspected the traffic generated by mo-
bile devices and their apps [19, 20], smart TV platforms and their
apps [26, 27], IoT devices [24], VR headsets [23], and most recently
smart speakers [10]. We have also characterized and reported the
aforementioned CI parameters. Many other groups have done simi-
lar studies for these platforms; examples include [3, 11, 14, 16, 17],
but the list is by no means exhaustive—this is an active field.

2.2 Privacy Policy Analysis
Privacy policy and consistency analysis is becoming increasingly
automated using NLP, and applied across various app ecosystems [1,
2, 9, 22, 28–30]; this is also a large body of work to properly re-
view here. Instead, we describe state-of-the-art tools, namely Pol-
icyLint [1], PoliCheck [2], and Polisis [9] that demonstrate what
is possible w.r.t. CI. They all apply NLP on: (1) the text of privacy
policies to extract and analyze data collection and sharing state-
ments; and (2) compare them against the actual data flows found in
network traffic (flow-to-policy consistency analysis).

PolicyLint [1] provides an NLP pipeline that takes a sentence
as input. For example, it takes “We may collect your email address
and share it for advertising purposes”, and extracts the collection
statement “(entity: we, action: collect, data type: email address)”.
More generally, PolicyLint takes the app’s privacy policy text, parses
sentences, performs NLP techniques, and eventually extracts data
collection statements defined as the tuple 𝑃 =⟨app, data type, entity⟩;
app is the sender and entity is the recipient organization/entity
performing an action (“collect” or “not collect”) on the data type,
and outputs:

𝑃 = ⟨𝑠𝑒𝑛𝑑𝑒𝑟 = 𝑝𝑙𝑎𝑡 𝑓 𝑜𝑟𝑚/𝑎𝑝𝑝, 𝑟𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡 = 𝑒𝑛𝑡𝑖𝑡𝑦, 𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒⟩
PoliCheck [2] takes the app’s “data flows” (extracted from the

network traffic and defined as 𝐹 =⟨data type, entity⟩ and compares
it against the stated 𝑃 for consistency. PoliCheck classifies the dis-
closure of 𝐹 as clear (if the data flow exactly matches a collection
statement), vague (if the data flow matches a collection statement
in broader terms), omitted (if there is no collection statement corre-
sponding to the data flow), ambiguous (if there are contradicting
collection statements about a data flow), or incorrect (if there is a
data flow for which the collection statement states otherwise).4

Consistency analysis between the “data flows” (𝐹 or its aug-
mented version 𝐹 ′) found in network traffic and collection state-
ments (𝑃 or its augmented version 𝑃 ′) rely on pre-built ontologies
and synonym lists. These are used to match (i) the data type and
destination that appear in each 𝐹 with (ii) any instance of 𝑃 that
discloses the same (or a broader) data type and destination5.

4Following PoliCheck’s terminology [2], these five types of disclosures can be grouped
into two groups: consistent (clear and vague disclosures) and inconsistent (omitted,
ambiguous, and incorrect) disclosures. For consistent disclosures, there is a statement
in the policy that matches the data type and entity, either clearly or vaguely.
5For example see Figure 4(b): “email address” is a special case of “contact info” and, in
turn, of “pii”. There is a clear disclosure w.r.t. data type if the “email address” is found
in a data flow and a collection statement. A vague disclosure is declared if the “email
address” is found in a data flow and a collection statement that uses the term “pii” is in
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Figure 4: Case study: auditing network traffic and privacy
policies of the most popular Oculus VR apps; see [23].

PolicyLint and PoliCheck were originally developed for mobile
apps and later applied to Alexa skills [12] and Oculus VR apps
[23]. In [23], we developed Oculus VR-specific ontologies; the data
ontology is shown on Figure 4(b). Furthermore, we improved several
aspects of PoliCheck and augmented the 𝑃 tuplewith purpose, which
we were able to extract from the privacy policy using Polisis [9].
The augmented tuples are visually depicted on Figure 4(a):

𝑃 ′ = ⟨𝑠𝑒𝑛𝑑𝑒𝑟 = 𝑝𝑙𝑎𝑡 𝑓 𝑜𝑟𝑚/𝑎𝑝𝑝, 𝑟𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡 = 𝑒𝑛𝑡𝑖𝑡𝑦, 𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒, 𝑝𝑢𝑟𝑝𝑜𝑠𝑒⟩
Purpose/use is an important dimension of the transmission princi-

ple (TP) parameter in CI and there are automated ways to automat-
ically extract purpose from privacy policies. Other state-of-the-art
methods beyond Polisis [9] include the following. MobiPurpose [11]
inferred data collection purposes of mobile apps using network traf-
fic and app features (e.g., URL paths, app metadata, domain name,
etc.). PurPliance [5] automates the inference of data collection pur-
poses introduced in MobiPurpose, extracts purposes from the pri-
vacy policy, and performs flow-to-policy consistency analysis that
includes checking the consistency of these purposes.

the privacy policy. An omitted disclosure means that “email address” is found in a data
flow, but there is no mention of it (or any of its broader terms) in the privacy policy.
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2.3 Extracting the CI tuple
A key observation is that existing methods for monitoring and
reporting information flow from an end device already extract (a
subset or all of) the CI parameters in the CI-tuple. However, they
currently do it in an ad-hoc way, often without realizing that these
methods fit into the CI framework, with a few exceptions [21].
Furthermore, this extraction can be done through an automated
pipeline: automatically testing the behavior of a large number of
apps, collecting network traffic, extracting the “data flows” 𝑃 found
in the traffic, performingNLP techniques to analyze privacy policies,
and extracting the collection and sharing statements 𝐹 . Extracting
the well-defined parameters of the CI-tuple, i.e., 𝑃 ′ = ⟨𝑠𝑒𝑛𝑑𝑒𝑟 =

𝑝𝑙𝑎𝑡 𝑓 𝑜𝑟𝑚/𝑎𝑝𝑝, 𝑟𝑒𝑐𝑖𝑝𝑖𝑒𝑛𝑡 = 𝑒𝑛𝑡𝑖𝑡𝑦, 𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒, 𝑠𝑢𝑏 𝑗𝑒𝑐𝑡 = 𝑢𝑠𝑒𝑟 ⟩, is
well understood by now. Even some values of the more elusive
TP can be extracted automatically. For example in [23], we were
able to extract the following dimensions of TP: (1) consistency, i.e.,
whether actual data flows extracted from network traffic agree
with the corresponding statements made in the privacy policy; (2)
purpose, extracted from privacy policies and confirmed by destina-
tion domains (e.g., whether they are ATS); and (3) the presence of
“notice-and-consent”, while testing the apps.

We believe that the CI-tuple can provide a unifying data structure,
and interface for auditing both the intended/declared and actual
end-device behaviors, as well as the consistency between the two.

3 OPEN PROBLEMS & FUTURE DIRECTIONS
We have argued that parts for the CI-tuple is already used in prac-
tice for auditing systems and their policies, and that the CI-tuple
should be proposed in a more intentional and unifying way as the
data structure for auditing data collection and sharing practices.
However, there are still open conceptual problems (beyond just
defining TP) to address, before CI can realize this potential.
Q1: Dealing with hierarchical parameters. The CI-tuple is by
definition “flat”, as depicted on Figure 5(a). However, when we audit
a device (both from the system and privacy policy perspectives),
we collect multiple such tuples capturing different information
flows (one per packet or per collection statement, respectively). The
values of the same CI-parameter can vary across different tuples.
How should we summarize and process this information?

One option is to consider the values for each CI parameter as un-
related, essentially a laundry list of possible values, as in Figure 5(b).
Shvartzshnaider et al. analyzed Facebook’s privacy policy [21] and
coined the term “bloated” policy. Considering the actual CI-tuple
in its full context, as in Figure 5(a), is a more precise disclosure.
However, many privacy policies today (even the good ones like
Unity’s [25]) are organized in sections containing bulleted lists (e.g.,
what is collected, with whom it is shared, for what purpose, etc.) to
match what the law dictates and to also be more readable.

There is one more complication: possible values of each CI pa-
rameter can be organized in an ontology: a conceptual example is
shown on Figure 5(c) and an example based on real data is shown on
Figure 4(b). This hierarchy is not only intuitive, but also necessary
for checking the consistency between a value observed in the net-
work traffic and what is declared in the policy. Without an ontology,
collecting an “email” would be inconsistent with the privacy policy
that states the collection of “PII”: the former is clearly subsumed by
the latter. We believe that developing a concept of a “hierarchical”
CI-tuple would be necessary for auditing.

recipient,(sender, data type, (purpose, other TP))

1st party,
1st party,
1st party,
ATS,
ATS,
ATS,
AdSense,
……

(App1,
(App1,
(App1,
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(App1,
(App1,
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PII,
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(functionality,
(functionality,
(functionality,
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(advertising,
(advertising,
(advertising,
(……,

……))
……))
……))
……))
……))
……))
……))
……))

(a) “Flat” CI tuples
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[1st party]
[Platform]
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AdSense
Unity Ads
[Cloud]
AWS

App1 [PII]
device ID
user ID
email
name
[Activity]
browsing history
location

functionality
marketing
advertising
legal requirement
……

……

(b) “Bloated” CI tuples

App1

4

recipient,(sender, data type, (purpose, other TP))

1st party3rd party

ATS Cloud

AdSense Unity Ads

AWS

PII activity

location browsing
history

user IDdevice ID

email name

Oculus

essential non-essential

marketing advertising

legalfunctional

platform

(c) “Hierarchical” CI-tuples (i.e., with ontologies).

Figure 5: Open question: how to extract and summarize (a
large number of) CI tuples? Note: the “subject” parameter is
implicitly the user of the device or app, and it is omitted.

Q2: How to combine parameters extracted from different
sources into a single CI-tuple. Different sources (e.g., network
traffic, dynamic analysis, NLP on privacy policy, permissions, etc.)
can reveal some or all the parameters of the CI-tuple. How does
one merge that information from different sources into a single CI-
tuple? If the value of the same CI parameter obtained from different
sources is consistent, it can help link the corresponding tuples and
add dimensions that were possibly missing.6 But how should one
deal with inconsistencies? In [23], we included consistency as part
of the TP parameter, but there may be other ways worth exploring.

Q3: Reactive vs. proactive use of CI.What we proposed so far
is a reactive/diagnostic use of CI for auditing, namely to extract and
report the tuple, so as to characterize the appropriateness of the
information flow. In addition, we believe that CI can play a proactive
role in defining the specification of privacy policies and system
APIs. The sections currently found in privacy policies (see Unity’s
privacy policy [25] as an example) can follow the structure of the
CI-tuple. Furthermore, platforms and their apps can be designed to
provide APIs to return the CI-tuple for auditing purposes.

Finally, revisiting the bigger picture in Figure 1, using the CI-
tuple to co-design privacy policies and systems can also be useful
in other interactions, such as in the communication with users and
in interfacing with privacy laws (possibly through the TP).

6This is what we did in the example in Figure 4(a): we took the flow-to-policy analysis
result from PoliCheck that maps data flows ⟨𝑑𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛,𝑑𝑎𝑡𝑎 𝑡𝑦𝑝𝑒 ⟩ from network
traffic to policy statements, and mapped each statement to its corresponding policy
segment. We then used Polisis to extract purposes from each segment, and reported
the augmented tuple.
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